Math 406 Exam 3 Summer 2016

Directions: Each numbered question is worth ten points. Coherent, logical justification (including
words and clear calculations) is required for all problems except those in which counterexamples are
requested, those can just be given, or for simple computations.

Note: I've ordered these by difficulty as I perceive it. Your opinion on difficulty might vary, but
knowing how I ordered them might help you decide which to do first and which to do last!

1. Evaluate each of the following:
(2) (35)
(b) (5657)

2. A partial table of indices for 2, a primitive root of 13, is given here:
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(a) Find a and b with justification.
(b) Use the table to solve the congruence 32**1 =9 mod 13.

(c) Use the table to solve the congruence 7z° = 3 mod 13.

3. For each 1 < a < 15 with ged (a,15) = 1 find and justify ord;sa.
4. Suppose that Bob’s public key is (e, n) = (3, 33).

(a) Encrypt the message CAFE using 1-character blocks.

(b) Since you are so smart you can factor n and find ¢(n). Do so, then calculate Bob’s private
key d.

(¢) Decrypt the single ciphertext 04.

5. The ciphertext MOOHCHHXBOO was created using an affine cipher. Perform frequency analysis
and decrypt.

6. Determine whether 15 is a quadratic residue of 17:

(a) Using Euler’s Criterion.
(b) Using Gauss’ Lemma.
7. Prove that if ord,,a = hk then ord,, (ah) =k.

8. Let r be a primitive root for an odd prime p. Prove that ind,(p — 1) = %(p —1).

9. Suppose p and ¢ are distinct odd primes. Prove that there is always some n with (ﬁ) =—1.

10. Suppose p is an odd prime such that there is some a so that a is a quadratic residue of p but
2a is a quadratic non-residue of p. Prove that p = £3 mod 8.
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